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CISCO CATALYST 3560 SERIES SWITCHES

PRODUCT OVERVIEW

The Cisc8 Catalyst 3560 Series is a line of fixed-configuration, eptise-class switches that include IEEE 802.3af@isto prestandard Power
over Ethernet (PoE) functionality in Fast Etheraed Gigabit Ethernet configurations. The Cisco [@at88560 is an ideal access layer switch for
small enterprise LAN access or branch-office emvinents, combining both 10/100/1000 and PoE corditms for maximum productivity and
investment protection while enabling the deploynahtew applications such as IP telephony, wiretes®ss, video surveillance, building
management systems, and remote video kiosks. Cestaran deploy networkwide intelligent services—sagtadvanced quality of service (QoS),
rate limiting, access control lists (ACLs), mulstananagement, and high-performance IP routing—whdmtaining the simplicity of traditional
LAN switching. Available for the Cisco Catalyst 3b6eries at no charge, the Cisco Network Assissaaicentralized management application that
simplifies the administration tasks for Cisco swis, routers, and wireless access points. CisogddetAssistant provides configuration wizards
that greatly simplify the implementation of convedgnetworks and intelligent network services.

The Cisco Catalyst 3560 is part of a larger andensgalable family of Cisco Catalyst switches thatudes the Cisco Catalyst 3750 Series switches
with Cisco StackWisé technology, and the Cisco Catalyst 4500 and Cstt&00 modular switches. United by Cisco f{®ftware, the entire
family offers industry-leading availability, inteaped security, optimized delivery, and manageagbilit

CONFIGURATIONS
The Cisco Catalyst 3560 Series comprises the fatigwwitches (refer to Figure 1):

» Cisco Catalyst 3560-24TS—24 Ethernet 10/100 pords2a8mall Form-Factor Pluggable (SFP)-based Gigabigrnet ports; 1 rack unit (RU)
¢ Cisco Catalyst 3560-48TS—48 Ethernet 10/100 ponisda8FP-based Gigabit Ethernet ports; 1RU

¢ Cisco Catalyst 3560-24PS—24 Ethernet 10/100 potts ROE and 2 SFP-based Gigabit Ethernet ports; 1 RU

¢ Cisco Catalyst 3560-48PS—48 Ethernet 10/100 potts ROE and 4 SFP-based Gigabit Ethernet ports; 1RU

¢ Cisco Catalyst 3560G-24TS—24 Ethernet 10/100/100&@md 4 SFP-based Gigabit Ethernet ports; 1RU

¢ Cisco Catalyst 3560G-48TS—48 Ethernet 10/100/100&@md 4 SFP-based Gigabit Ethernet ports; 1RU

e Cisco Catalyst 3560G-24PS—24 Ethernet 10/100/100@ poth PoE and 4 SFP-based Gigabit Ethernet pbRb

¢ Cisco Catalyst 3560G-48PS—48 Ethernet 10/100/100@ pdoth PoE and 4 SFP-based Gigabit Ethernet pbRb

Figure 1. Cisco Catalyst 3560 Switches
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The Cisco Catalyst 3560 Series can be purchasédhétlP Base or IP Services licenses pre-installed IP Base license (formerly called the
Standard Multilayer Image, or SMI) offers advan€aiS, rate limiting, ACLs, and basic static and Rautnformation Protocol (RIP) routing
functions. The IP Services license (formerly calleel Enhanced Multilayer Image, or EMI) providescher set of enterprise-class features,
including advanced hardware-based IP unicast amdulBcast routing as well as policy-based rout{fBR). The Advanced IP Services license,
although not available as a pre-installed optiggrades Catalyst 3560 Series switches to includé teuting and IPv6 ACL support. Upgrade
licenses are available to upgrade a switch fromRhBase license to the IP Services license orafded IP Services license as well as from the
IP Services license to the Advanced IP Serviceiee

The SFP-based GE ports accommodate a range ofr&keeivers, including the Cisco 1000BASE-T, 1008BASX, 1000BASE-LX, 1000BASE-
ZX, and CWDM SFP transceivers. These ports alspatiphe Cisco Catalyst 3560 SFP Interconnect Clablestablishing a low-cost Gigabit
Ethernet point-to-point connection.

POWER OVER ETHERNET

The Cisco Catalyst 3560 Series can provide a lootat cost of ownership (TCO) for deployments tinabrporate Cisco IP phones, Cisco Airdhet
wireless LAN (WLAN) access points, or any IEEE &#t-compliant end device. POE removes the needdtirpower to each PoE-enabled device
and eliminates the cost for additional electriadlig that would otherwise be necessary in IP phaomd WLAN deployments. The Cisco Catalyst
3560 24-port PoE configurations can support 24 kameous full-powered PoE ports at 15.4W for maxinpowered-device support. Taking
advantage of Cisco Catalyst Intelligent Power Mamagnt, the 48-port PoE configurations can delikerrtecessary power to support 24 ports at
15.4W, 48 ports at 7.7W, or any combination in m Maximum power availability for a convergedoeoand data network is attainable when

a Cisco Catalyst 3560 switch is combined with tiee@€ RPS 675 Redundant Power System for transppretgction against internal power supply
failures and an uninterruptible power supply (UB®tem to safeguard against power outages.

GIGABIT ETHERNET

At speeds of 1000 Mbps, Gigabit Ethernet provithesttandwidth to meet new and evolving network deteaalleviate bottlenecks, and boost
performance while increasing the return on existirigastructure investments. Today’s workers aeeiplg higher demands on networks, running
multiple, concurrent applications. For example,caker joins a team conference call through an teeconference, sends a 10-MB spreadsheet to
meeting participants, broadcasts the latest mawdeideo for the team to evaluate, and queriestiseomer-relationship-management database for
the latest real-time feedback. Meanwhile, a mudabiyte system backup starts in the backgroundhenthtest virus updates are delivered to the
client. The Cisco Catalyst 3560 provides a meamst&dligently scale the network beyond 100 Mbpsrosxisting Category 5 copper cabling and
simultaneously support PoE for maximum productiaity investment protection.

INTELLIGENCE IN THE NETWORK
Networks of today are evolving to address four dewelopments at the network edge:

¢ Increase in desktop computing power

« Introduction of bandwidth-intensive applications

« Expansion of highly sensitive data on the network

« Presence of multiple device types, such as IP @aNeAN access points, and IP video cameras

These new demands are contending for resourceswaitly existing mission-critical applications. Aseault, IT professionals must view the edge of
the network as critical to effectively manage tleéivéry of information and applications.

As companies increasingly rely on networks as tfeegic business infrastructure, it is more imaotrthan ever to ensure their high availability,
security, scalability, and control. By adding Cisetelligent functions for LAN access, customera caw deploy networkwide intelligent services
that consistently address these requirements fhendésktop to the core and through the WAN.

With Cisco Catalyst Intelligent Ethernet switch€ssco Systenfshelps enable companies to realize the full bemefindding intelligent services
into their networks. Deployment of capabilitiestthake the network infrastructure highly availatleccommodate time-critical needs, scalable
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to accommodate growth, secure enough to protedideariial information, and capable of differentigfiand controlling traffic flows is critical to
further optimizing network operations.

ENHANCED SECURITY
With the wide range of security features that tisc@ Catalyst 3560 Series offers, businesses agagtrimportant information, keep unauthorized
people off the network, guard privacy, and maintaimterrupted operation.

Cisco ldentity Based Networking Services (IBNS)yides authentication, access control, and secpaligy administration to secure network
connectivity and resources. Cisco IBNS in the CiGatalyst 3560 Series prevents unauthorized aeceshelps ensure that users get only their
designated privileges. It provides the ability ymamically administer granular levels of networkess. Using the 802.1x standard and the Cisco
Access Control Server (ACS), users can be assigNnddAN or an ACL upon authentication, regardlessvbere they connect to the network. This
setup allows IT departments to enable strong sgqouoiicies without compromising user mobility—andéhwminimal administrative overhead.

To guard against denial-of-service and other aga8CLs can be used to restrict access to sengitistions of the network by denying packets
based on source and destination MAC addressesldifesses, or TCP/UDP ports. ACL lookups are doraidware, so forwarding performance
is not compromised when implementing ACL-based sscu

Port security can be used to limit access on aerB#t port based on the MAC address of the dewigéhich it is connected. It also can be used to
limit the total number of devices plugged into atskwport, thereby protecting the switch from a MA@oding attack as well as reducing the risks
of rogue wireless access points or hubs.

With Dynamic Host Configuration Protocol (DHCP) sping, DHCP spoofing can be thwarted by allowingydHCP requests (but not
responses) from untrusted user-facing ports. Aalaitly, the DHCP Interface Tracker (Option 82) Iseémable granular control over IP address
assignment by augmenting a host IP address regitbsthe switch port ID. Building further on the @HP snooping capabilities, IP address
spoofing can be thwarted using Dynamic ARP Inspectind IP Source Guard.

The MAC Address Notification feature can be usethamitor the network and track users by sendinglart to a management station so that
network administrators know when and where usetered the network. The Private VLAN feature isadgperts on a switch, helping ensure that
traffic travels directly from the entry point toetlaggregation device through a virtual path anahatibe directed to another port.

Secure Shell (SSH) Protocol Version 2, Kerberod, 8imple Network Management Protocol Version 3 (SN8) encrypt administrative and
network-management information, protecting the nekwrom tampering or eavesdropping. TACACS+ or RBWB authentication enables
centralized access control of switches and restuotuthorized users from altering the configuratichlternatively, a local username and password
database can be configured on the switch itsdtedti levels of authorization on the switch consold two levels on the Web-based management
interface provide the ability to give different &ds of configuration capabilities to different adistrators.

AVAILABILITY AND SCALABILITY
The Cisco Catalyst 3560 Series is equipped witthast set of features that allow for network sdéitstand higher availability through IP routing
as well as a complete suite of Spanning Tree Pobthancements aimed to maximize availability lrager 2 network.

The Cisco Catalyst 3560 switches deliver high-pennce, hardware-based IP routing. The Cisco Eggresvarding-based routing architecture
allows for increased scalability and performand@sarchitecture allows for very high-speed lookujile also ensuring the stability and
scalability necessary to meet the needs of futenieirements. In addition to dynamic IP unicastiraytthe Cisco Catalyst 3560 Series is perfectly
equipped for networks requiring multicast suppBrbtocol Independent Multicast (PIM) and Interned@ Management Protocol (IGMP)
shooping in hardware make the Cisco Catalyst 3E8Sswitches ideal for intensive multicast envinents.

Implementing routed uplinks to the core improvesvaek availability by enabling faster failover peation and simplifying the Spanning Tree
Protocol algorithm by terminating all Spanning TRI®tocol instances at the aggregator switch. éf @ithe uplinks fails, quicker failover to the
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redundant uplink can be achieved with a scalahléng protocol such as Open Shortest Path FirsP@®r Enhanced Interior Gateway Routing
Protocol (EIGRP) rather than relying on standardr®yng Tree Protocol convergence. Redirectionpdcket after a link failure using a routing
protocol results in faster failover than a solutibat uses Layer 2 spanning-tree enhancementstiéwially, routed uplinks allow better bandwidth
use by implementing equal cost routing (ECR) onuplénks to perform load balancing. Routed upliokgimize the utility of uplinks out of the
LAN Access by eliminating unnecessary broadcast flatvs into the network backbone.

The Cisco Catalyst 3560 also offers dramatic badtiwsavings as a wiring-closet switch in a multi@as/ironment. Using routed uplinks to the
network core eliminates the requirement to transmiiltiple streams of the same multicast from thstrigam content servers to LAN access
switches. For example, if three users are assitmhtttee separate VLANs and they all want to viewtitast ABC, then three streams of multicast
ABC must be transmitted from the upstream routehéowiring-closet switch—assuming the wiring-closeftch is not capable of routed uplinks.
Deploying IP routing to the core with Cisco Catalys60 switches allows users to create a scalahléicast-rich network. The Cisco Advanced
IP Services license offers IPv6 routing and IPvA_LAOpport, including support for dual IP stack (8iraneous IPv4 and IPv6) forwarding. IPv6
protocol support includes RIP next generation (RIPOSPFv3, and static routes.

Enhancements to the standard Spanning Tree Progmil as Per-VLAN Spanning Tree Plus (PVST+), tlpkast, and PortFast, maximize
network uptime. PVST+ allows for Layer 2 load shgron redundant links to efficiently use the extapacity inherent in a redundant design.
Uplink Fast, PortFast, and BackboneFast all greatlyce the standard 30- to 60-second SpanningPraecol convergence time. Loop guard
and bridge-protocol-data-unit (BPDU) guard prov&fsmnning Tree Protocol loop avoidance.

ADVANCED QOS

The Cisco Catalyst 3560 offers superior multilageanular QoS features to help ensure that netwaftic is classified and prioritized, and that
congestion is avoided in the best possible mar@mnfiguration of QoS is greatly simplified throughtomatic QoS (Auto QoS), a feature that
detects Cisco IP phones and automatically configtive switch for the appropriate classification agtess queuing. This optimizes traffic
prioritization and network availability without tlehallenge of a complex configuration.

The Cisco Catalyst 3560 can classify, reclassijice, mark, queue, and schedule incoming packets,can queue and schedule packets at egress.
Packet classification allows the network elemeatdiscriminate between various traffic flows andoece policies based on Layer 2 and Layer 3
QoS fields.

To implement QoS, the Cisco Catalyst 3560 SerieitcBirst identifies traffic flows or packet grogpand classifies or reclassifies these groups
using the Differentiated Services Code Point (DSf@##] or the 802.1p Class of Service (CoS) fi€thssification and reclassification can be based
on criteria as specific as the source or destindfoaddress, source or destination MAC addresheokayer 4 TCP or UDP port. At the ingress,

the Cisco Catalyst 3560 also polices to determihetler a packet is in or out of profile, marks hamge the classification label, passes through

or drops out of profile packets, and queues padiatsd on classification. Control- and data-pla@é#\are supported on all ports to help ensure
proper treatment on a per-packet basis.

The Cisco Catalyst 3560 supports four egress queergsort, allowing the network administrator torbere discriminating and specific in assigning
priorities for the various applications on the LAAL.egress, the switch performs scheduling and estign control. Scheduling is an algorithm or
process that determines the order in which the egiate processed. The Cisco Catalyst 3560 SeriéshSmpports shaped round robin (SRR) and
strict priority queuing. The SRR algorithm helpsere differential prioritization.

These QoS features allow network administratogwitaritize mission-critical and bandwidth-intensitraffic, such as enterprise resource planning
(ERP) (Oracle, etc.), voice (IP telephony traffa)d computer-aided design (CAD) or computer-aidadufacturing (CAM) over less-time-
sensitive applications such as FTP or e-mail. kanmle, it would be highly undesirable to havergéddile download destined to one port on a
wiring-closet switch and have quality implicatiosisch as increased latency in voice traffic destioeghother port on this switch. This condition

© 2005 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 4 of 23



is avoided by ensuring that voice traffic is prdpetassified and prioritized throughout the netlwddther applications, such as Web browsing, can
be treated as low priority and handled on a bdstidfasis.

The Cisco Catalyst 3560 Series can perform ratiéitigithrough its support of the Cisco Committeébhmation Rate (CIR) function. Through CIR,
bandwidth can be guaranteed in increments as I®wkaps. Bandwidth can be allocated based on desriteria, including MAC source address,
MAC destination address, IP source address, |IRnddisin address, and TCP or UDP port number. Badittivallocation is essential when network
environments require service-level agreements @nwhis necessary for the network manager to obttie bandwidth given to certain users.

MANAGEMENT

The new Cisco Express Setup feature simplifiesrtitial configuration of a switch. Users now habe option to set up the switch through a Web
browser, eliminating the need for more complex teatremulation programs and knowledge of the comavlare interface (CLI). Cisco Express
Setup reduces the cost of deployment by helpirgydkiled personnel quickly and simply set up shéts.

Cisco Network Assistant is a PC-based network-mamagt application optimized for LANs of small anddium-sized businesses with up to

250 users. Cisco Network Assistant offers centedlimanagement of Cisco switches, routers, and Waédéss points. It supports a wide range
of Cisco Catalyst intelligent switches from Ciscat&lyst 2950 through Cisco Catalyst 4506. Througbkea-friendly GUI, users can configure and
manage a wide array of switch functions and skertkevice manager of Cisco routers and Cisco veisedecess points. A few mouse clicks enable
the Cisco recommended security, availability, am$@atures without the need to consult a detaiésign guide. The Security wizard
automatically restricts unauthorized access toesenwith sensitive data. Smartports and wizarde sawurs of time for network administrators,
eliminate human errors, and help ensure that thégroration of the switch is optimized for thesehlgations. Available at no cost, Cisco Network
Assistant can be downloaded from Cisco.com.

In addition to the Cisco Network Assistant, thedBi€atalyst 3560 Series switches provide for extemsanagement using SNMP network-
management platforms such as CiscoWorks for Swdtthiernetworks. Managed with CiscoWorks, Ciscoayat switches can be configured and
managed to deliver end-to-end device, VLAN, traffind policy management. Additionally, the CiscoW¢aResource Manager Essentials, a Web-
based management tool, helps enable automatedt@myemollection, software deployment, easy trackifigetwork changes, views into device
availability, and quick isolation of error conditis.

CISCO CATALYST 3560 SFP INTERCONNECT CABLE

The Cisco Catalyst 3560 SFP Interconnect CableRggee 2) provides for a low-cost point-to-poinig&bit Ethernet connection between Catalyst
3560 switches. The 50cm cable is an alternativesiog SFP transceivers when interconnecting Catag80 switches through their SFP ports over
a short distance.
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Figure 2. Cisco Catalyst 3560 SFP Interconnect Cable

Table 1 gives the features and benefits of thedO&Zatalyst 3560 Series. Table 2 gives the hardepeeifications, and Table 3 gives the power
specifications. Table 4 lists the management aandstrds support, and Table 5 provides the safetyampliance information.

Table 1. Features and Benefits of Cisco Catalyst 3560 Series

Feature Benefit
Ease of Use and Deployment » Cisco Express Setup simplifies initial configuratiwith a Web browser, eliminating the need for more
complex terminal emulation programs and CLI knowked

« |[EEE 802.3af and Cisco prestandard PoE support itk automatic discovery to detect a Cisco
prestandard or IEEE 802.3af endpoint and providenttessary power without any user configuration.

« DHCP autoconfiguration of multiple switches throughoot server eases switch deployment.

« Automatic QoS (Auto QoS) simplifies QoS configuoatin voice-over-IP (VolP) networks by issuing
interface and global switch commands to detectdCiBgphones, classify traffic, and enable egressiqu
configuration.

« Autosensing on each 10/100 port detects the spfetbé attached device and automatically configtines
port for 10- or 100-Mbps operation, easing switepldyment in mixed 10- and 100-Mbps environments.

« Autonegotiating on all ports automatically seldwd$f- or full-duplex transmission mode to optimize
bandwidth.

« Dynamic Trunking Protocol (DTP) helps enable dyramink configuration across all switch ports.

- Port Aggregation Protocol (PAgP) automates theticne®f Cisco Fast EtherChanfiroups or Gigabit
EtherChannel groups to link to another switch, eogubr server.

« Link Aggregation Control Protocol (LACP) allows theeation of Ethernet channeling with devices that
conform to IEEE 802.3ad. This feature is similaCisco EtherChannel technology and PAgP.

- DHCP Server enables a convenient deployment ofdiothe assignment of IP addresses in networks that
do not have a dedicated DHCP server.

« DHCP Relay allows a DHCP relay agent to broadc&sEP requests to the network DHCP server.

« |[EEE 802.3z-compliant 1000BASE-SX, 1000BASE-LX/LH)0OOBASE-ZX, 1000BASE-T, and coarse
wavelength-division multiplexing (CWDM) physicalterface support through a field-replaceable SFP
module provides unprecedented flexibility in switldployment.

« Support for the Cisco Catalyst 3560 SFP Intercon@able facilitates a low-cost, point-to-point diifa
connection between Catalyst 3560 Series switches.
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Feature

Benefit

« The default configuration stored in Flash memorgugas that the switch can be quickly connectetido t
network and can pass traffic with minimal user inéation.

< Automatic medium-dependent interface crossoverdAMDIX) automatically adjusts transmit and receive
pairs if an incorrect cable type (crossover orightathrough) is installed on a 10/100 port.

« Time Domain Reflectometry (TDR) to diagnose anahescabling problems on copper Ethernet
10/100/1000 ports.

AVAILABILITY AND SCALABILITY

Superior Redundancy for
Fault Backup

High-Performance IP Routing

» Cisco Uplink Fast and BackboneFast technologigs &meure quick failover recovery, enhancing
overall network stability and reliability.

« |[EEE 802.1w Rapid Spanning Tree Protocol (RSTPYiges rapid spanning-tree convergence
independent of spanning-tree timers and the beofefiistributed processing.

« Per-VLAN Rapid Spanning Tree Plus (PVRST+) alloagid spanning-tree reconvergence on a per-
VLAN spanning-tree basis, without requiring the Ierpentation of spanning-tree instances.

 Cisco Hot Standby Router Protocol (HSRP) is supgabtd create redundant, fail-safe routing topolegie

« Command-switch redundancy enabled in Cisco Netwasistant software allows designation of a backup
command switch that takes over cluster-manageroeutibns if the primary command switch fails.

« Unidirectional Link Detection Protocol (UDLD) andggressive UDLD allow unidirectional links to be
detected and disabled to avoid problems such assgatree loops.

« Switch port autorecovery (errdisable) automaticattgmpts to reenable a link that is disabled bexad
a network error.

« Cisco RPS 675 support provides superior internalgoesource redundancy, resulting in improved fault
tolerance and network uptime.

« Equal cost routing (ECR) provides load balancing eedundancy.

» Bandwidth aggregation up to 8 Gbps through Cisamfit EtherChannel technology and up to 800 Mbps
through Cisco Fast EtherChannel technology enhdacdistolerance and offers higher-speed aggregated
bandwidth between switches and to routers and ichgiéd servers.

» Cisco Express Forwarding hardware routing architectielivers extremely high-performance IP routing.

« Basic IP unicast routing protocols (static, RIPatid RIPv2) are supported for small-network routing
applications.

» IPv6 unicast routing capability (static, RIP, &d8PF protocols) forwards IPv6 traffic through cgofied
interfaces (requires the Advanced IP Services $iegn

« Advanced IP unicast routing protocols (OSPF, IoteBateway Routing Protocol [IGRP], EIGRP, and
Border Gateway Protocol Version 4 [BGPv4]) are sarpgd for load balancing and constructing scalable
LANs. The IP Services license is required.

» Policy-Based Routing (PBR) allows superior conbylenabling flow redirection regardless of the nogit
protocol configured. The IP Services license isinegl.

« Inter-VLAN IP routing provides for full Layer 3 réimg between two or more VLANS.

» Protocol Independent Multicast (PIM) for IP Multstaouting is supported, including PIM sparse mode
(PIM-SM), PIM dense mode (PIM-DM), and PIM sparssse mode. The IP Services license is required.

 Distance Vector Multicast Routing Protocol (DVMRiBhneling interconnects two multicast-enabled
networks across nonmulticast networks. The IP $esviicense is required.
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Feature Benefit
« Fallback bridging forwards non-IP traffic betwe&mtor more VLANSs. The IP Services license is
required.

Integrated Cisco 10S Software  « Per-port broadcast, multicast, and unicast stonmrobprevents faulty end stations from degradiagrall

Features for Bandwidth systems performance.

Optimization » |EEE 802.1d Spanning Tree Protocol support for neldnt backbone connections and loop-free networks
simplifies network configuration and improves fatalierance.

« PVST+ allows for Layer 2 load sharing on redundimks to efficiently use the extra capacity inherign
a redundant design.

« |[EEE 802.1s Multiple Spanning Tree Protocol (MS@M)ws a spanning-tree instance per VLAN,
enabling Layer 2 load sharing on redundant links.

» ECR provides load balancing and redundancy.

« Local Proxy Address Resolution Protocol (ARP) wdrksonjunction with Private VLAN Edge to
minimize broadcasts and maximize available bandwidt

* VLAN1 minimization allows VLANL1 to be disabled omwindividual VLAN trunk link.

e VLAN Trunking Protocol (VTP) pruning limits bandwta consumption on VTP trunks by flooding
broadcast traffic only on trunk links required &ach the destination devices.

» IGMPv3 snooping provides fast client joins and Esef multicast streams and limits bandwidth-initens
video traffic to only the requestors.

» IGMP filtering provides multicast authentication filjering out nonsubscribers and limits the numbger
concurrent multicast streams available per port.

« Multicast VLAN registration (MVR) continuously sesdnulticast streams in a multicast VLAN while
isolating the streams from subscriber VLANS for dhaitdth and security reasons.

QoS AND CONTROL

Advanced QoS « Standard 802.1p CoS and DSCP field classificatierpeovided, using marking and reclassification on
a per-packet basis by source and destination IReasidsource and destination MAC address, or Layer
TCP or UDP port number.

« Cisco control- and data-plane QoS ACLs on all pbeip ensure proper marking on a per-packet basis.

« Four egress queues per port enable differentiatethgement of up to four traffic types across thekst

* SRR scheduling ensures differential prioritizatafrpacket flows by intelligently servicing the irgs and
egress queues.

* Weighted tail drop (WTD) provides congestion avoicat the ingress and egress queues before a
disruption occurs.

« Strict priority queuing guarantees that the higimegirity packets are serviced ahead of all othefit.

« There is no performance penalty for highly gran@asS functions.
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Feature Benefit

Granular Rate Limiting

SECURITY

Networkwide Security Features  *®

The Cisco Committed Information Rate (CIR) functgumarantees bandwidth in increments as low as

8 kbps.

Rate limiting is provided based on source and dastin IP address, source and destination MAC addre
Layer 4 TCP and UDP information, or any combinatibthese fields, using QoS ACLs (IP ACLs or
MAC ACLs), class maps, and policy maps.

Asynchronous data flows upstream and downstream fh@ end station or on the uplink are easily
managed using ingress policing and egress shaping.

Up to 64 aggregate or individual policers are adé per Fast Ethernet or Gigabit Ethernet port.

IEEE 802.1x allows dynamic, port-based securitgyfling user authentication.

IEEE 802.1x with VLAN assignment allows a dynamicAN assignment for a specific user regardless
of where the user is connected.

IEEE 802.1x with voice VLAN permits an IP phonesaitcess the voice VLAN irrespective of the
authorized or unauthorized state of the port.

IEEE 802.1x and port security are provided to aoticate the port and manage network access for all
MAC addresses, including those of the client.

IEEE 802.1x with an ACL assignment allows for sfieddentity-based security policies regardless of
where the user is connected.

IEEE 802.1x with Guest VLAN allows guests witho@281x clients to have limited network access on
the guest VLAN.

Cisco security VLAN ACLs (VACLs) on all VLANs prew unauthorized data flows from being bridgecl
within VLANS.

Cisco standard and extended IP security router ARKSCLS) define security policies on routed inteda
for control- and data-plane traffic.

Port-based ACLs (PACLs) for Layer 2 interfaces\albpplication of security policies on individual
switch ports.

Unicast MAC filtering prevents the forwarding ofyatype of packet with a matching MAC address.
Unknown unicast and multicast port blocking allawght control by filtering packets that the switch

has not already learned how to forward.

SSHv2, Kerberos, and SNMPv3 provide network segbgtencrypting administrator traffic during
Telnet and SNMP sessions. SSHv2, Kerberos, andryipéographic version of SNMPv3 require a
special cryptographic software image because of &kort restrictions.

Private VLAN provides security and isolation betwessvitch ports, helping ensure that users cannot
snoop on other users' traffic.

Bidirectional data support on the Switched Portlpmexr (SPAN) port allows the Cisco Secure Intrusion
Detection System (IDS) to take action when an oterus detected.

TACACS+ and RADIUS authentication enable centraizentrol of the switch and restrict unauthorized
users from altering the configuration.

MAC address notification allows administrators ®rwtified of users added to or removed from the
network.

DHCP snooping allows administrators to ensure abeist mapping of IP to MAC addresses. This can be
used to prevent attacks that attempt to poisoiDtH€P binding database, and to rate limit the amaodint
DHCP traffic that enters a switch port.
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Feature Benefit

MANAGEABILITY

Superior Manageability

DHCP Interface Tracker (Option 82) augments a Hostddress request with the switch port ID.

Port security secures the access to an acceamé@rgort based on MAC address.

After a specific timeframe, the aging feature regmthe MAC address from the switch to allow another
device to connect to the same port.

Trusted Boundary provides the ability to trust @&S priority settings if an IP phone is present tmd
disable the trust setting if the IP phone is rendotieereby preventing a malicious user from ovangd
prioritization policies in the network.

Multilevel security on console access prevents thraized users from altering the switch configuati
The user-selectable address-learning mode singptbefiguration and enhances security.

BPDU Guard shuts down Spanning Tree Protocol Pstt€aabled interfaces when BPDUs are received
to avoid accidental topology loops.

Spanning-Tree Root Guard (STRG) prevents edge egviot in the network administrator's control from
becoming Spanning Tree Protocol root nodes.

IGMP filtering provides multicast authentication fiiyering out nonsubscribers and limits the numbker
concurrent multicast streams available per port.

Dynamic VLAN assignment is supported through impaiation of VLAN Membership Policy Server
(VMPS) client functions to provide flexibility inssigning ports to VLANs. Dynamic VLAN helps enable
the fast assignment of IP addresses.

Cisco Network Assistant software security wizardseethe deployment of security features for rdstgc
user access to a server as well as to a portionthie entire network.

Two thousand access control entries (ACESs) areastgh

Cisco 10S CLI support provides a common user iata&fand command set with all Cisco routers and
Cisco Catalyst desktop switches.

Cisco Intelligent Power Management implements EieH 802.3af optional power classification features
in addition to Cisco enhancements to help enatdethnular control of power delivery to each PoE.po
Switching Database Manager templates for accegngy and VLAN deployment scenarios allow the
administrator to easily maximize memory allocatiorihe desired features based on deployment-specifi
requirements.

VLAN trunks can be created from any port, using@itstandards-based 802.1Q tagging or the Ciseo- Int
Switch Link (ISL) VLAN architecture.

Up to 1024 VLANSs per switch or stack and up to $p&nning-tree instances per switch are supported.
Four thousand VLAN IDs are supported.

Voice VLAN simplifies telephony installations bydging voice traffic on a separate VLAN for easier
administration and troubleshooting.

Cisco VTP supports dynamic VLANs and dynamic trgnkfiguration across all switches.

Cisco Group Management Protocol server functioys éeable a switch to serve as the Cisco Group
Management Protocol router for client switches. Th&ervices license is required.

IGMPV3 snooping provides fast client joins and kEsef multicast streams and limits bandwidth-initems
video traffic to only the requestors.

Remote SPAN (RSPAN) allows administrators to refgatenitor ports in a Layer 2 switch network frorn
any other switch in the same network.

For enhanced traffic management, monitoring, aradyais, the Embedded Remote Monitoring (RMON)

© 2005 Cisco Systems, Inc. All right reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com

Page 10 of 23



Feature

Cisco Network
Assistant Software

Cisco Express Setup

CiscoWorks Support

Benefit

software agent supports four RMON groups (histstatistics, alarms, and events).

Layer 2 traceroute eases troubleshooting by idéngjfthe physical path that a packet takes fronmr@®u

to destination.

All nine RMON groups are supported through a SPAK,pvhich permits traffic monitoring of a single
port, a group of ports, or the entire stack frogingle network analyzer or RMON probe.

Domain Name System (DNS) provides IP address résolwith user-defined device names.

Trivial File Transfer Protocol (TFTP) reduces tlostcof administering software upgrades by downlogdi
from a centralized location.

Network Timing Protocol (NTP) provides an accuratel consistent timestamp to all intranet switches.
Multifunction LEDs per port for port status; halfiolex and full-duplex mode; and 10BASE-T, 100BASE-
TX, and 1000BASE-T indication as well as switchdkstatus LEDs for system, redundant power supply,
and bandwidth use provide a comprehensive and odgmnvevisual management system.

Cisco Network Assistant is a free, Windows-basequliegtion that simplifies the administration of
networks of up to 250 users. It supports a widgeanf Cisco Catalyst intelligent switches from @isc
Catalyst 2950 through Cisco Catalyst 4506. Witlc€iMetwork Assistant, users can manage Cisco
Catalyst switches plus launch the device manadetssoo integrated services routers (ISRs) anddCisc
Aironet WLAN access points.

The easy-to-use graphical interface provides bdtipalogy map and front-panel view of the cluster
and stacks.

Cisco AVVID (Architecture for Voice, Video and Irgeated Data) wizards need just a few user inputs to
automatically configure the switch to optimally léedifferent types of traffic: voice, video, muattist,
and high-priority data.

A security wizard is provided to restrict unautlzed access to applications, servers, and networks.
Upgrading the Cisco 10S Software on Cisco Catalystches is a simple matter of pointing and cligkin
with one-click upgrades.

Cisco Network Assistant supports multilayer feattwafigurations such as routing protocols, ACLs] an
QoS parameters.

Multidevice and multiport configuration capabilgiallow administrators to save time by configuring
features across multiple switches and ports simetiasly.

The user-personalized interface allows modificatbpolling intervals, table views, and other sgjt.
Alarm notification provides automated e-mail natifiion of network errors and alarm thresholds.

Cisco Express Setup simplifies initial configuratiof a switch through a Web browser, eliminating th
need for more complex terminal emulation progrants @LI knowledge.

The Web interface helps less-skilled personnelldyignd simply set up switches, thereby reducirgg th
cost of deployment.

CiscoWorks network-management software providesag@ment capabilities on a per-port and per-switch
basis, providing a common management interfac€i®ro routers, switches, and hubs.

SNMP v1, v2¢, and v3 and Telnet interface suppelitzdrs comprehensive in-band management, and a
CLI-based management console provides detailedBbind management.

Cisco Discovery Protocol Versions 1 and 2 help énalCiscoWorks network-management station for
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Feature

Benefit

automatic switch discovery.

» The CiscoWorks LAN Management Solution supports@iszo Catalyst 3560 Series.

Table 2. Cisco Catalyst 3560 Series Switch Hardware

Description

Performance

Specification

Connectors and Cabling *

Power Connectors

32 Gbps forwarding bandwidth

Forwarding rate based on 64-byte packets: 38.7 Nipgs0 Catalyst 3560G-48TS and Catalyst 3560G-
48PS, and Cisco Catalyst 3560G-24TS and Catalyg1324PS); 13.1 Mpps (Cisco Catalyst 3560-48TS
and Catalyst 3560-48PS); and 6.5 Mpps (Cisco Cstt8p60-24TS and Catalyst 3560-24PS)

128 MB DRAM

32 MB Flash memory (Cisco Catalyst 3560G-24TS, I@stt8560G-24PS, Cisco Catalyst 3560G-48TS,
Catalyst 3560G-48PS, Catalyst 3560-24TS, and GataB60-48TS); and 16-MB Flash memory (Cisco
Catalyst 3560-48PS and Catalyst 3560-24PS)

Configurable up to 12,000 MAC addresses

Configurable up to 11,000 unicast routes

Configurable up to 1000 IGMP groups and multicastes

Configurable maximum transmission unit (MTU) of tgp9000 bytes, with a maximum Ethernet frame
size of 9018 bytes (Jumbo frames), for bridging3gabit Ethernet ports, and up to 1546 bytes for
bridging of Multiprotocol Label Switching (MPLS)dged frames on 10/100 ports

10BASE-T ports: RJ-45 connectors, two-pair Categ®, or 5 unshielded twisted-pair (UTP) cabling
10BASE-T PoE ports: RJ-45 connectors, two-pair @atg 3, 4, or 5 UTP cabling power pins 1,2
(negative) and 3,6 (positive)

100BASE-TX ports: RJ-45 connectors, two-pair CatggoUTP cabling

100BASE-TX PoE ports: RJ-45 connectors, two-paiteGary 5 UTP cabling, power on pins 1,2
(negative) and 3,6 (positive)

1000BASE-T ports: RJ-45 connectors, four-pair Catg® UTP cabling

1000BASE-T SFP-based ports: RJ-45 connectors,dairrCategory 5 UTP cabling

1000BASE-SX, -LX/LH, -ZX, and CWDM SFP-based pott& fiber connectors

(single/multimode fiber)

Cisco Catalyst 3560 SFP Interconnect Cable: twogtaelded cabling, 50 cm

Management console port: RJ-45-to-DB-9 cable forcBhections; for terminal connections, use RJ-45-
to-DB-25 female data-terminal-equipment (DTE) adajitan be ordered separately from Cisco; part
number ACS-DSBUASYN=)

Customers can provide power to a switch by usitigeeihe internal power supply or the Cisco RPS 675
The connectors are located at the back of the Bwitc

Inter nal-Power -Supply Connector

The internal power supply is an autoranging unit.
The internal power supply supports input voltagetsveen 100 and 240 VAC.
Use the supplied AC power cord to connect the A@graconnector to an AC power outlet.

Cisco RPS Connector

The connector offers connection for an optionat@RPS 675 that uses AC input and supplies DC
output to the switch.

The connector offers a 675W RPS that supports spxtexternal network devices and provides power
to one failed device at a time.
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Specification

Description
L]
L]
Indicators .
Dimensions (H x W x D) .
L]
L]
L]
Weight .
L]
L]
L]
Environmental Ranges .

Acoustic Noise

The connector automatically senses when the intpowaer supply of a connected device fails and
provides power to the failed device, preventing loEnetwork traffic.

Only the Cisco RPS 675 (model PWR675-AC-RPS-N1oaukhbe attached to the redundant-power-
supply receptacle.

Per-port status LEDs: Link integrity, disabled,iety, speed, full-duplex indications, PoE appli@hE
error, and PoE disabled indications
System-status LEDs: System, RPS, link status,diniex, link speed, and PoE indications

Cisco Catalyst 3560-24TS: 1.73 x 17.5 x 11.8 imd ¢d44.5 x 30.1 cm)
Cisco Catalyst 3560-48TS: 1.73 x 17.5 x 11.8 in4 ¢d44.5 x 30.1 cm)
Cisco Catalyst 3560-24PS: 1.73 x 17.5 x 11.8 ir $444.5 x 30.1 cm)
Cisco Catalyst 3560-48PS: 1.73 x 17.5 x 14.9 inl $444.5 x 37.8 cm)
Cisco Catalyst 3560G-24TS: 1.73 x 17.5 x 14.94mM ( 44.5 x 37.8 cm)
Cisco Catalyst 3560G-48TS: 1.73 x 17.5 x 16.14mM & 44.5 x 40.9 cm)
Cisco Catalyst 3560G-24PS: 1.73 x 17.5 x 14.94r4 ¢ 44.5 x 37.8 cm)
Cisco Catalyst 3560G-48PS: 1.73 x 17.5 x 16.14r ¥ 44.5 x 40.9 cm)

Cisco Catalyst 3560-24TS: 8.5 Ib (3.9 kg)
Cisco Catalyst 3560-48TS: 9.1 Ib (4.1 kg)
Cisco Catalyst 3560-24PS: 11.3 Ib (5.1 kg)
Cisco Catalyst 3560-48PS: 13.2 Ib (6.0 kg)
Cisco Catalyst 3560G-24TS: 12 Ib (5.4 kg)
Cisco Catalyst 3560G-24PS: 13.5 1b (6.1 kg)
Cisco Catalyst 3560G-48TS: 14.0 Ib (6.4 kg)
Cisco Catalyst 3560G-48PS: 15.5 Ib (7.0 kg)

Operating temperature: 32 to 113°F (0 to 45°C)
Storage temperature: —13 to 158°F (-25 to 70°C)
Operating relative humidity: 10 to 85% (noncondegsi
Operating altitude: Up to 10,000 ft (3049m)

Storage altitude: Up to 15,000 ft (4573m)

ISO 7779: Bystander position operating to an anthimperature of 25°C
Cisco Catalyst 3560-24TS: 42 dBa

Cisco Catalyst 3560-48TS: 42 dBa

Cisco Catalyst 3560-24PS: 42 dBa

Cisco Catalyst 3560-48PS: 42 dBa

Cisco Catalyst 3560G-24TS: 42 dBa

Cisco Catalyst 3560G-48TS: 48 dBa

Cisco Catalyst 3560G-24PS: 38-44 dBa

Cisco Catalyst 3560G-48PS: 52-58 dBa
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Description

Specification

Mean Time Between Failure ¢ Cisco Catalyst 3560-24TS: 326,100 hours

(MTBF)

« Cisco Catalyst 3560-48TS: 280,900 hours
¢ Cisco Catalyst 3560-24PS: 224,100 hours
¢ Cisco Catalyst 3560-48PS: 173,500 hours
¢ Cisco Catalyst 3560G-24TS: 230,700 hours
« Cisco Catalyst 3560G-24PS: 186,300 hours
¢ Cisco Catalyst 3560G-48TS: 173,400 hours
¢ Cisco Catalyst 3560G-48PS: 147,000 hours

Table 3. Power Specifications for Cisco Catalyst 3560 Series Switch

Description

Maximum Power
Consumption

Specification
45W (Cisco Catalyst 3560-24TS)

485W (Cisco Catalyst 3560-24PS)

¢ Dissipated power: 115W, 393 BTUs per hour
e PoE: 370W

65W (Cisco Catalyst 3560-48TS)

530W (Cisco Catalyst 3560-48PS)

« Dissipated power: 160W, 546 BTUs per hour
e PoE: 370W

100W (Cisco Catalyst 3560G-24TS)

540W (Cisco Catalyst 3560G-24PS)
« Dissipated power: 170W, 534 BTUs per hour
e PoE: 370W

160W (Cisco Catalyst 3560G-48TS)

590W (Cisco Catalyst 3560G-48PS)
« Dissipated power: 220W, 690 BTUs per hour
e PoE: 370W

AC Input Voltage and Current ¢ 100-240 VAC (autoranging), 1.3-0.8A, 50-60 Hz (@istatalyst 3560-24TS and Catalyst 3560-48TS)

Power Rating

* 100-240 VAC (autoranging), 5.5-2.8A, 50-60 Hz (Gi€atalyst 3560-24PS and Catalyst 3560-48PS)

¢ 100-240 VAC (autoranging), 3.0-1.5A, 50—60Hz (Ci€adalyst 3560G-24TS and Catalyst 3560G-
48TS)

¢ 100-240 VAC (autoranging), 8.0—4.0A, 50—60Hz (Ci€adalyst 3560G-24PS and Catalyst 3560G-48PS)

« Cisco Catalyst 3560-24TS: 0.075 kVA
¢ Cisco Catalyst 3560-48TS: 0.110 kVA
¢ Cisco Catalyst 3560-24PS: 0.485 kVA
¢ Cisco Catalyst 3560-48PS: 0.530 kVA
« Cisco Catalyst 3560G-24TS: 0.10 kVA
¢ Cisco Catalyst 3560G-48TS: 0.16 kVA
¢ Cisco Catalyst 3560G-24PS: 0.52 kVA
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Description

DC Input Voltages (RPS Input)

PoE

Table 4.
Description

Management

Specification
¢ Cisco Catalyst 3560G-48PS: 0.56 kVA

e +12V at 5A (Cisco Catalyst 3560-24TS and Catals&®B48TS); 7.5A (Cisco Catalyst 3560-24PS and
Catalyst 3560-48PS); 10.5A (Cisco Catalyst 35608417.5A (Cisco Catalyst 3560G-48TS); 14A
(Cisco Catalyst 3560G-24PS and Catalyst 3560G-48PS)

« —48V at 7.8A (PoE switches)

¢ Maximum power supplied per port: 15.4W
« Total power dedicated to PoE: 370W

Management and Standards Support for Cisco Catalyst 3560 Series Switch

Specification

 BRIDGE-MIB

» CISCO-CDP-MIB

* CISCO-CLUSTER-MIB

* CISCO-CONFIG-MAN-MIB

* CISCO-ENTITY-FRU-CONTROL-MIB
* CISCO-ENVMON-MIB

* CISCO-FLASH-MIB

* CISCO-FTP-CLIENT-MIB

* CISCO-HSRP-MIB

* CISCO-HSRP-EXT-MIB

* CISCO-IGMP-FILTER-MIB

* CISCO-IMAGE-MIB

* CISCO-IP-STAT-MIB

* CISCO-L2L3-INTERFACE-CONFIG-MIB
* CISCO-MAC-NOTIFICATION-MIB

* CISCO-MEMORY-POOL-MIB

* CISCO-PAGP-MIB

* CISCO-PING-MIB

* CISCO-PROCESS-MIB

* CISCO-RTTMON-MIB

* CISCO-STP-EXTENSIONS-MIB

* CISCO-SYSLOG-MIB

* CISCO-TCP-MIB

* CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
* CISCO-VLAN-MEMBERSHIP-MIB

CISCO-VTP-MIB
ENTITY-MIB
ETHERLIKE-MIB

IF-MIB

IGMP-MIB

IPMROUTE-MIB
OLD-CISCO-CHASSIS-MIB
OLD-CISCO-FLASH-MIB
OLD-CISCO-INTERFACES-MIB
OLD-CISCO-IP-MIB
OLD-CISCO-SYS-MIB
OLD-CISCO-TCP-MIB
OLD-CISCO-TS-MIB
OSPF-MIB (RFC 1253)
PIM-MIB

RFC1213-MIB
RFC1253-MIB

RMON-MIB

RMON2-MIB
SNMP-FRAMEWORK-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-TARGET-MIB

* SNMPv2-MIB

TCP-MIB
UDP-MIB
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Description Specification

Standards « |[EEE 802.1s * 1000BASE-X (SFP)

« |IEEE 802.1w ¢ 1000BASE-SX

» |EEE 802.1x ¢ 1000BASE-LX/LH

» |EEE 802.3ad ¢ 1000BASE-ZX

» |EEE 802.3af ¢ 1000BASE-CWDM SFP 1470 nm

» |EEE 802.3x full duplex on 10BASE-T, ¢ 1000BASE-CWDM SFP 1490 nm
100BASE-TX, and 1000BASE-T ports ¢ 1000BASE-CWDM SFP 1510 nm

« |IEEE 802.1D Spanning Tree Protocol * 1000BASE-CWDM SFP 1530 nm

« |[EEE 802.1p CoS Prioritization * 1000BASE-CWDM SFP 1550 nm

» |EEE 802.1Q VLAN ¢ 1000BASE-CWDM SFP 1570 nm

« |IEEE 802.3 10BASE-T specification * 1000BASE-CWDM SFP 1590 nm

» |EEE 802.3u 100BASE-TX specification ¢ 1000BASE-CWDM SFP 1610 nm

« |[EEE 802.3ab 1000BASE-T specification « RMON | and Il standards

« |[EEE 802.3z 1000BASE-X specification « SNMPv1, SNMPv2c, and SNMPv3

Table 5. Safety and Compliance

Description Specification
Safety Certifications e UL to UL 60950, Third Edition
e C-UL to CAN/CSA C22.2 No. 60950-00, Third Edition
* TUV/GS to EN 60950:2000
« CBto IEC 60950 with all country deviations
*« NOM to NOM-019-SCFI

» CE Marking
Electromagnetic Emissions * FCC Part 15 Class A
Certifications « EN 55022: 1998 (CISPR22)

* EN 55024: 1998 (CISPR24)
¢ VCCI Class A
* AS/NZS 3548 Class A

* CE

* CNS 13438 Class A

* MIC
Telco « Common Language Equipment Identifier (CLEI) code
Warranty  Limited lifetime warranty
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SERVICE AND SUPPORT

Cisco Systems is committed to minimizing TCO. Thenpany offers a portfolio of technical support $&s to help ensure that its products operate
efficiently, remain highly available, and benefitrih the most up-to-date system software. The ses\and support programs described in Table 6
are available as part of the Cisco Desktop Switglsarvice and Support solution, and are availaibéedly from Cisco and through resellers.

Table 6. Cisco Services and Support Programs
Service and Support Features Benefits

Advanced Services

¢ Cisco Total Implementation Solutions « Project management ¢ Supplements existing staff
(TIS), available direct from Cisco « Site survey, configuration, and deployments Helps ensure that functions meet needs
« Cisco Packaged TIS, available through « |nstallation, text, and cutover « Mitigates risk
resellers ¢ Training « Helps enable proactive or expedited
« Cisco SMARTneEY and SMARTnet Onsite  « Major moves, adds, and changes issue resolution
support, available direct from Cisco < Design review and product staging « Lowers TCO by taking advantage
« Cisco Packaged SMARTnet support « Access to software updates 24 hours of Cisco expertise and knowledge
program, available through resellers « Web access to technical repositories ¢ Minimizes network downtime

« Telephone support through the Cisco
Technical Assistance Center (TAC)
« Advance Replacement of hardware parts

ORDERING INFORMATION
Table 7 gives ordering information for the Ciscdalgst 3560 Series switches.

Table 7. Ordering Information for Cisco Catalyst 3560 Series Switches

Part Numbers Description
WS-C3560-24TS-S e 24 Ethernet 10/100 ports and 2 SFP-based Gigatvér it ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
« |IP Base license (formerly SMI) installed
« Basic RIP and static routing, upgradeable to fullaimic IP routing

WS-C3560-24TS-E » 24 Ethernet 10/100 ports and 2 SFP-based Gigalivér it ports
« RU fixed-configuration, multilayer switch
» Enterprise-class intelligent services deliverethmnetwork edge
 |P Services license (formerly EMI) installed
» Advanced IP routing

WS-C3560-48TS-S » 48 Ethernet 10/100 ports and 4 SFP-based Gigatér it ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
« |IP Base license (formerly SMI) installed
« Basic RIP and static routing, upgradeable to fullamic IP routing
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Part Numbers Description

WS-C3560-48TS-E » 48 Ethernet 10/100 ports and 4 SFP-based Gigatvér it ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
» |IP Services license (formerly EMI) installed
« Advanced IP routing

WS-C3560-24PS-S » 24 Ethernet 10/100 ports and 2 SFP-based Gigalivér it ports
« 1RU fixed-configuration, multilayer switch
» Enterprise-class intelligent services deliverethmnetwork edge
« |IEEE 802.3af and Cisco prestandard Power over E¢her
« |IP Base license (formerly SMI) installed
« Basic RIP and static routing, upgradeable to fullaimic IP routing

WS-C3560-24PS-E » 24 Ethernet 10/100 ports and 2 SFP-based Gigalivér ¢t ports
« 1RU fixed-configuration, multilayer switch
» Enterprise-class intelligent services deliverethmnetwork edge
« |IEEE 802.3af and Cisco prestandard Power over E¢her
» |IP Services license (formerly EMI) installed
« Advanced IP routing

WS-C3560-48PS-S » 48 Ethernet 10/100 ports and 4 SFP-based Gigalérigt ports
« 1RU fixed-configuration, multilayer switch
» Enterprise-class intelligent services deliverethmnetwork edge
« |IEEE 802.3af and Cisco prestandard Power over E¢her
« |IP Base license (formerly SMI) installed
« Basic RIP and static routing, upgradeable to fuflaimic IP routing

WS-C3560-48PS-E » 48 Ethernet 10/100 ports and 4 SFP-based Gigalivér &t ports
« 1RU fixed-configuration, multilayer switch
» Enterprise-class intelligent services deliverethmnetwork edge
« |IEEE 802.3af and Cisco prestandard Power over E¢her
» |IP Services license (formerly EMI) installed
« Advanced IP routing

WS-C3560G-24TS- » 24 Ethernet 10/100/1000 ports and 4 SFP-based Gigtiernet ports
« 1RU fixed-configuration, multilayer switch
» Enterprise-class intelligent services deliverethmnetwork edge
 |IP Base license (formerly SMI) installed
« Basic RIP and static routing, upgradeable to fuliaimic IP routing

WS-C3560G-24TS-E * 24 Ethernet 10/100/1000 ports and 4 SFP-based Gigtiernet ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
» |IP Services license (formerly EMI) installed
« Advanced IP routing

© 2005 Cisco Systems, Inc. All right reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 18 of 23



Part Numbers Description
WS-C3560G-48TS-S * 48 Ethernet 10/100/1000 ports and 4 SFP-based Gigtiernet ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
« |IP Base license (formerly SMI) installed
« Basic RIP and static routing, upgradeable to fuflaimic IP routing

WS-C3560G-48TS-E + 48 Ethernet 10/100/1000 ports and 4 SFP-based Gigtiernet ports
« 1RU fixed-configuration, multilayer switch
» Enterprise-class intelligent services deliverethmnetwork edge
 |P Services license (formerly EMI) installed
» Advanced IP routing

WS-C3560G-24PS-S e 24 Ethernet 10/100/1000 ports and 4 SFP-based Gigtiernet ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
« |IEEE 802.3af and Cisco prestandard
 |IP Base license (formerly SMI) installed
« Basic RIP and static routing, upgradeable to fuliaimic IP routing

WS-C3560G-24PS-E * 24 Ethernet 10/100/1000 ports and 4 SFP-based Gigtiernet ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
» |EEE 802.3af and Cisco prestandard Power over Béfer
 |P Services license (formerly EMI) installed
» Advanced IP routing

WS-C3560G-48PS-S * 48 Ethernet 10/100/1000 ports and 4 SFP-based Gigtiernet ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
» |EEE 802.3af and Cisco prestandard Power over Bgfer
« |IP Base license (formerly SMI) installed
« Basic RIP and static routing, upgradeable to fullaimic IP routing

WS-C3560G-48PS-E * 48 Ethernet 10/100/1000 ports and 4 SFP-based Gigtiernet ports
» 1RU fixed-configuration, multilayer switch
« Enterprise-class intelligent services deliverethonetwork edge
» |EEE 802.3af and Cisco prestandard Power over Bgfer
 |P Services license (formerly EMI) installed
» Advanced IP routing

CD-3560G-EMI=  IP Services License (formerly EMI) upgrade kit BrBase versions of the Cisco Catalyst 3560G-24TS,
Catalyst 3560G-24PS, Catalyst 3560G-48TS and Gatah60G-48PS
« Advanced IP routing
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Part Numbers Description
CD-3560-EMI=  IP Services License (formerly EMI) upgrade kit BrBase versions of the Cisco Catalyst 3560-24RIS an
Catalyst 3560-48PS

« Advanced IP routing
3560-AISK9-LIC-B IP Base (formerly SMI) to Advanced IP Services hise for FE models
3560-AISK9-LIC-S IP Services (formerly EMI) to Advanced IP Servitésense for FE models
3560G-AISK9-LIC-B IP Base (formerly SMI) to Advanced IP Services hige for GE models
3560G-AISK9-LIC-S IP Services (formerly EMI) to Advanced IP Servitésense for GE models

PWR675-AC-RPS-N1= Cisco RPS 675 with one connector cable

CAB-RPS-1614=

RCKMNT-1RU=

RCKMNT-REC-1RU=

GLC-LH-SM=

GLC-SX-MM=

GLC-ZX-SM=

GLC-T=

GLC-BX-D=

GLC-BX-U=

GLC-GE-100FX=

CWDM-SFP-1470=

CWDM-SFP-1490=

CWDM-SFP-1510=

CWDM-SFP-1530=

CWDM-SFP-1550=

CWDM-SFP-1570=

CWDM-SFP-1590=

CWDM-SFP-1610=

CAB-SFP-50CM=

CAB-SM-LCSC-1M

1.2m cable for Cisco RPS 675 to external devicaeotion

Spare rack-mount kit for the Cisco Catalyst 3560

1RU recessed rack-mount kit for the Cisco Cata3%&0

Gigabit Ethernet SFP, LC connector, LH transceiver

Gigabit Ethernet SFP, LC connector, SX transceiver

Gigabit Ethernet SFP, LC connector, ZX transceiver

Gigabit Ethernet SFP, RJ-45 connector, 1000BASEailsceiver
1000Base BX SFP, 1490 nm IEEE 802.3ah single-mibee f
1000Base BX SFP, 1310 nm IEEE 802.3ah single-mibée f
100FX SFP on GE SFP ports for DSBU switches

Cisco CWDM SFP 1470 nm; Gigabit Ethernet and 1GF&3gray)
Cisco CWDM SFP, 1490 nm; Gigabit Ethernet and 1GFZB3violet)
Cisco CWDM SFP, 1510 nm; Gigabit Ethernet and 1GFZ3 blue)
Cisco CWDM SFP, 1530 nm; Gigabit Ethernet and 1GF&B3green)
Cisco CWDM SFP, 1550 nm; Gigabit Ethernet and 1GF&Zyellow)
Cisco CWDM SFP, 1570 nm; Gigabit Ethernet and 1GF&3orange)
Cisco CWDM SFP, 1590 nm; Gigabit Ethernet and 1GF&8red)
Cisco CWDM SFP, 1610 nm; Gigabit Ethernet and 1GF&B3brown)
Cisco Catalyst 3560 SFP Interconnect Cable (50 dcm)

1m-fiber single-mode LC-to-SC connectors
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Part Numbers Description

CAB-SM-LCSC-5M 5m-fiber single-mode LC-to-SC connectors
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For more information about Cisco products, contact:

« United States and Canada: (toll free) 800 553-NETS (6387)
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